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DETAILED ACTION 
Double Patenting 

1. The nonstatutory double patenting rejection is based on a judicially 
created doctrine grounded in public policy (a policy reflected in the statute) so as to 
prevent the unjustified or improper timewise extension of the "right to exclude" granted 
by a patent and to prevent possible harassment by multiple assignees. See In re 
Goodman, 11 F.3d 1046, 29 USPQ2d 2010 (Fed. Cir. 1993); In re Longi, 759 F.2d 887, 
225 USPQ645 (Fed. Cir. 1985); In re Van Ornum, 686 F.2d 937, 214 USPQ 761 
(CCPA 1982); In re Vogel, 422 F.2d 438, 164 USPQ 61 9 (CCPA 1970);and, In re 
Thorington, 418 F.2d 528, 163 USPQ 644 (CCPA 1969). 

A timely filed terminal disclaimer in compliance with 37 CFR 1.321(c) may 
be used to overcome an actual or provisional rejection based on a nonstatutory double 
patenting ground provided the conflicting application or patent is shown to be commonly 
owned with this application. See 37 CFR 1 .1 30(b). 

Effective January 1, 1994, a registered attorney or agent of record may 
sign a terminal disclaimer. A terminal disclaimer signed by the assignee must fully 
comply with 37 CFR 3.73(b). 

2. Claims 1-20 are rejected under the judicially created doctrine of 
obviousness-type double patenting as being unpatentable over claims 1-16 of U.S. 
Patent No. 6, 223, 285. Although the conflicting claims are not identical, they are not 
patentably distinct from each other because the examined claims are either anticipated 
by, or would have been obvious over, the reference claims.- Claims -1-20- of the 
application and claims 1-16 of U.S. Patent No. 6, 223, 285 are both directed to a 
method and system for transferring information using an encryption mode indicator 
(EMI). The claims differ in that claim 1 herein faite^ disclose a first decryption circuit 
for decrypting said data of said information packet in response to said extractor circuit 
indicating that said EMI code is of said first mode; and wherein said first encryption 
circuit, said second encryption circuit, said first decryption circuit and said second 
decryption circuit are coupled to receive a same cipher key. However, claims 3 and 7 
which depend on claim 1 herein disclose the same limitations with claim 1 of U.S. 
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Patent No. 6, 223, 285, The claims also differ in that claim 8 herein fails to disclose a 
first and second hash circuits. However, claims 10 and 14 which depend on claim 8 
herein disclose the same limitations with claim 1 of U.S. Patent No. 6, 223, 285. 
Therefore, it would have been obvious to modify the method of claims 1 and 8 of U.S. 
Patent No. 6, 223, 285 such that it would not disclose the first decrypting circuit and the 
first and second hash circuits. One having ordinary skill in the art would have been 
motivated to make such a modification to not include the first decryption circuit and the 
first and second hash circuit from claims 1 and 6 of U.S. Patent No. 6, 223, 285. 

Drawings 

3. Figure 1 should be designated by a legend such as -Prior Art- because 
only that which is old is illustrated. See MPEP § 608.02(g). A proposed drawing 
correction or corrected drawings are required in reply to the Office action to avoid 
abandonment of the application. The objection to the drawings will not be held in 
abeyance. 

Specification 

4. The abstract of the disclosure is objected to because it exceeds the 
limitation of 150 words. Correction is required. See MPEP § 608.01(b). 

Claim Rejections - 35 CISC § 102 

5. The following is a quotation of the appropriate paragraphs of 35 
U.S.C. 102 that form the basis for the rejections under this section made in this Office 
action: 

A-person shall be entitled to-a-patent-unless 

(e) the invention was described in (1) an application for patent, published under section 122(b), by 
another filed in the United States before the invention by the applicant for patent or (2) a patent 
granted on an application for patent by another filed in the United States before the invention by the 
applicant for patent, except that an international application filed under the treaty defined in section 
351(a) shall have the effects for purposes of this subsection of an application filed in the United States 
only if the international application designated the United States and was published under Article 21(2) 
of such treaty in the English language. 

6. Claims 1-3, 6-10, and 14-20 are rejected under 35 U.S.C. 102(e) as being 
anticipated by Park (US 6,028, 932). 

a. Referring to claim 1: 
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i. Park teaches: 

(1) a source device [i.e., Figure 5 sliow the parallel 
data received at the interface portion and daisy chained down to the recording 
portion 8, this path is "a source device"] for encoding an encryption nnode identifier 
(EMI) code into an information packet and for transmitting said information packet over 
a communication interface, said source device comprising: 

(a) a first encryption circuit for encrypting data of 
said information packet provided said EMI code indicates a first mode; and a second 
encryption circuit for encrypting said data of said information packet provided said EMI 
code indicates a second mode [i.e., referring to Figure 5, an encrypting portion 7 for 
encrypting the output of copy prevention information correcting portion 6, 
wherein the "a first encryption circuit" and "a second encryption circuit" are 
considered to include in the encrypting portion 7 (column 4, lines 4-6)]; and 

(2) a sink device for receiving said information packet 
from said communication interface, said sink device comprising: 

(a) an extractor circuit for extracting said EMI code 
from said information packet [i.e., As shown in FIG. 6, copy prevention information 
detecting portion 5 included a PES header detecting portion 10 for searching the 
parallel data in synchronization with a clock elk to detect the PES header, and a 
copy prevention information extractor 20, that is for "extracting said EMI code 
from said information packet", enabled by the PES header signal of PES header 
detecting portion 10 to detect the copy prevention information field (column 4,- 
lines 8-14)]; and 

(b) a second decryption circuit for decrypting said 
data of said information packet in response to said extractor circuit indicating that said 
EMI code is of said second mode [i.e., referring to Figure 5, a decrypting portion 3 
(in which "a second decryption circuit" is considered to include in this decrypting 
portion 3) for decrypting the output of key inserting portion 2 and transmitting it 
as parallel data (column 3, lines 62-64)]; and 
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(3) wherein said first mode is a copy prohibition mode 
indicating that said information packet is not to be reproduced by said sink device and 
wherein said second mode is a copy once inhibition mode indicating that said 
information packet is not to be reproduced more than once by said sink device [i.e., 
First, when a mode of "No Copy" is detected from the additional copy information 
field of the PES header, VCR B is not able to enter its recording mode. Second, 
when a mode of "Copy Permitted" is detected in order to Implement a copy 
prevention such as DAT mode, VCR B records but "No Copy" mode is recorded in 
the additional copy information field to interrupt recopying from a copying tape. 
This means that a secondary source tape may be formed from the original tape, 
the first source, but a third source tape cannot (column 5, lines 11-20)]. 

b. Referring to claim 2: 

\. Park further teaches: 

(1) wherein said sink device is a bit stream recording 
device and wherein said sink device further comprises a recording media for recording 
said information packet provided said EMI code is of said second mode and wherein 
said EMI code of said information packet is altered to said first mode by said sink device 
upon recording onto said recording media; [i.e., there is provided a copy prevention 
apparatus for a digital video system including: a reproduction block for adding 
key information to a reproduced bit stream, and decrypting and transmitting it; 
and a recording block for searching key information of the bit stream transmitted 
-from the reproduction -block to extract copy -prevention information, and 
encrypting and recording the bit stream according to the extracted copy 
prevention information. The reproduction block includes: reproduction means 
for reproducing data recorded on tape; key insertion means for adding key 
information to the bit stream of the reproduction means; and decryption means 
for decrypting the output of the key insertion means and transmitting it to a 
recording-side VCR (column 2, lines 60-67 through column 3, lines 1-6)]. 

c. Referring to claim3 : 

i. Park further teaches: 
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(1) wherein said sink device further connprises a first 
decryption circuit for decrypting said data of said infornnation packet in response to said 
extractor circuit indicating that said EMI code is of said first mode [i.e., referring to 
Figure 5, a decrypting portion 3 (in which "a first decryption circuit" is considered 
to include in this decrypting portion 3) for decrypting the output of key inserting 
portion 2 and transmitting it as parallel data (column 3, lines 62-64)]. 

d. Referring to claim 6: 

i. Park further teaches: 

(1) wherein said information packet represents a portion 
of a digital audio/visual program [i.e., when recording is carried out by the satellite 
receiver or high-definition TV decoder and compressed video data is encoded in 
encoder 101, it is converted into a packet form in packet processing portion 102 
as shown in Figure 1. If the compressed audio data is encoded in audio encoder 
103, it is converted into a packet form in packet processing portion 104 (column 
1, lines 55-60)]. 

e. Referring to claim 7: 

i. Park further teaches: 

(1) wherein said first encryption circuit, said second 
encryption circuit, said first decryption circuit and said second decryption circuit are 
coupled to receive a same cipher key [i.e., referring to key distribution when a 
conventional block-cipher or stream cipher algorithm such as data encryption 
standard (DES) encrypts or decrypts only with a secret key (column 2, lines 1-3)]. - 

f. Referring to claims 8, 15, and 16: 

i. These claims have limitations that is similar to those of claim 

1, thus they are rejected with the same rationale applied against claim 1 above. 

g. Referring to claims 9 and 1 7: 

i. These claims have limitations that is similar to those of claim 

2, thus they are rejected with the same rationale applied against claim 2 above. 

h. Referring to claim 10: 
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i. This claim has limitations that is similar to those of claim 3, 
thus it is rejected with the same rationale applied against claim 3 above. 

i. Referring to claim 14: 

i. Park further teaches: 

(1) a first hash circuit for generating said first key based 
on a common key; and a second hash circuit for generating said second key based on 
said common key and wherein said common key is transferred between said sink 
device and said source device before said information packet is received by said sink 
device [i.e., referring to Figure 3, "a first hash circuit" and "a second hash circuit" 
are considered to include in key supply portion 107]. 

j. Referring to claim 18: 

i. Park further teaches: 

(1) wherein said step of said source device receiving an 
information packet having a copy protection mode includes the step of said source 
device translating said information packet having encoded CCI information to extract 
said copy protection mode [I.e., referring to FIG. 5, a copy prevention apparatus of 
the present invention comprises a reproducing portion 1 for reproducing data 
recorded on tape, a key inserting portion 2 for adding a tape header start code 
and key field at the front end of a bit stream of reproducing portion 1, a 
decrypting portion 3 for decrypting the output of key Inserting portion 2 and 
transmitting it as parallel data, a key detecting/correcting portion 4 for detecting a 
key field from the parallel data transmitted from decrypting portion 3^-a copy- 
prevention Information detecting portion 5 for detecting a PES header from the 
key field detected and extracting copy prevention Information, a copy prevention 
Information correcting portion 6 for correcting the output of copy prevention 
information detecting portion 5 if necessary, an encrypting portion 7 for 
encrypting the output of copy prevention information correcting portion 6, and a 
recording portion 8 for recording the output of encrypting portion 7 on tape 
(column 3, lines 58-67 through column 4, lines 1-8)]. 

k. Referring to claim 19: 
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i. This claim has limitations that is similar to those of claim 6, 
thus it is rejected with the same rationale applied against claim 6 above. 
I. Referring to claim 20: 

i. This claim has limitations that is similar to those of claim 5, 
thus it is rejected with the same rationale applied against claim 5 above; and 

ii. Part further teaches: 

(1) wherein said sink device is a bit stream recorder [i.e., 
and recording means, that is "a bit stream recorder", for recording the bit stream 
encrypted in the encrypting means (column 3, lines 1 5-16)]. 

7. Claims 1, 3-8, 10-13, 15-16, and 18 are rejected under 35 U.S.C. 102(e) 
as being anticipated by Yamauchi et al (US 6,047, 103). 
a. Referring to claim 1: 

i. Yamauchi teaches: 

(1) a source device [i.e., the information processing 
apparatus shown in FIG. 15 includes a disk reproduction drive 125, that is "a 
source device", as the data transmitting device and an AV signal processor 126 
as the data receiving device (column 25, lines 33-36)] for encoding an encryption 
mode identifier (EMI) code into an information packet and for transmitting said 
information packet over a communication interface, said source device comprising: 

(a) a first encryption circuit for encrypting data of 
said information packet provided said EMI code indicates a first mode; and a second 
encryption-Gircuit-for encrypting said data of-said information packet provided said EMI- 
code indicates a second mode [i.e., referring to Figure 15, an encrypting section 
included in a disk reproduction drive 125, for converting the retrieved digital data into 
encrypted digital data, wherein the "a first encryption circuit" and "a second encryption 
circuit" are considered to include in this encrypting section (column 5, lines 60-61)]; and 

(2) a sink device [i.e., the information processing 
apparatus shown in FIG. 15 includes a disk reproduction drive 125 as the data 
transmitting device and an AV signal processor 126 as the data receiving device , 
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that is "a sink device" (column 25, lines 33-36)] for receiving said information packet 
from said communication interface, said sink device comprising: 

(a) an extractor circuit for extracting said EMI code 
from said information packet [I.e., referring to Figure 15, a controller 128, that is an 
extractor for "extracting said EMI code from said information packet" (column 25, 
lines 60-65)]; and 

(b) a second decryption circuit for decrypting said 
data of said information packet in response to said extractor circuit indicating that said 
EMI code is of said second mode [i.e., referring to Figure 15, a decrypting section 
included in an AV signal processor 126 (in which "a second decryption circuit" is 
considered to include in this decrypting section) for converting the encrypted 
digital data into decrypted digital data (column 6, lines 51-52)]; and 

(3) wherein said first mode is a copy prohibition mode 
indicating that said information packet is not to be reproduced by said sink device and 
wherein said second mode is a copy once inhibition mode indicating that said 
information packet is not to be reproduced more than once by said sink device [i.e., The 
CGMS code "00" indicates that the copying is permitted, "10" indicates that one- 
generation copying is permitted, and "11" indicates that copying is prohibited 
(column 13, lines 45-48)]. 

b. Referring to claim3 : 

i. Yamauchi further teaches: 
- - — (1) - wherein-said -sink device further comprises a -first- 
decryption circuit for decrypting said data of said information packet in response to said 
extractor circuit indicating that said EMI code Is of said first mode [i.e., referring to 
Figure 15, a decrypting section included in an AV signal processor 126 (in which 
"a first decryption circuit" is considered to include in this decrypting section) for 
converting the encrypted digital data into decrypted digital data (column 6, lines 
51-52)]. 

c. Referring to claim 4: 

i . Yamauchi further teaches: 
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(1) wherein said comnnunlcation interface is a serial 
connnnunication interface confornning to the IEEE 1394 comnnunication standard and 
wherein said information packet is a digital information packet [i.e., As the digital 
interface, tlie SCSI was used in Examples 1 and 3 and the ATAPI was used in 
Example 2. Other interfaces may also be used as long as they can transmit AV 
digital data and connect a plurality of devices. For example, a digital interface 
defined in the IEEE P1394 may be used (column 42, lines 32-36)]. 

d. Referring to claim 5: 

i. Yamauchi further teaches: 

(1) wherein said source device is a broadcast receiver 
device and further comprises a receiver circuit for receiving an information packet 
encoded with CCI information and for extracting a copy protection code therefrom and 
wherein said sink device is unable to process an information packet encoded with CCI 
information [i.e., referring to Figure 15, a disk reproduction drive 125, that is "a 
source device" which is considered to be "a broadcast receiver device"]. 

e. Referring to claim 6: 

i. Yamauchi further teaches: 

(1) wherein said information packet represents a portion 
of a digital audio/visual program [I.e., the digital data received by the MPEG decoder 
606 is subjected to a predetermined process and converted into a digital video 
signal and a digital audio signal. The digital video signal is output to the video 
signal processor 48^ The digital audio signal is converted^ i 
signal by the D/A conversion circuit 607 and audibly output via a speaker 47S 
(column 20, lines 3-9)]. 

f. Referring to claim 7: 

i. Yamauchi further teaches: 

(1) wherein said first encryption circuit, said second 
encryption circuit, said first decryption circuit and said second decryption circuit are 
coupled to receive a same cipher key [i.e., an encrypting function E(KEY1, DATA) 
encrypts data "DATA" with an encrypting key "KEY1". The encrypting function 
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E(KEY1, DATA) has an inverse function, I.e., a decrypting function D{KEY2, 
DATA) where KEY2 denotes a decrypting key. That is, when 
EncryptData=E(KEY1, Data) where "EncryptData" denotes encrypted data, 
Data=D(KEY2, EncryptData) is satisfied. Accordingly, the original data "Data" can 
be obtained by operating the decrypting function D(KEY2, EncryptData) for the 
encrypted data "EncryptData" which has been encrypted by the encrypting 
function E(KEY1, Data). In this example, it Is assumed that the encrypting key 
KEY1 in the encrypting function E is equal to the decrypting key KEY2 In the 
decrypting function D (I.e., "KEY1"="KEY2") (column 27, lines 34-46)]. 

g. Referring to claims 8. 15, and 16: 

i. These claims have limitations that is similar to those of claim 
1 , thus they are rejected with the same rationale applied against claim 1 above. 

h. Referring to claim 10: 

i. This claim has limitations that is similar to those of claim 3, 
thus it is rejected with the same rationale applied against claim 4 above. 

i. Referring to claim 1 1: 

i. This claim has limitations that is similar to those of claim 4, 
thus it is rejected with the same rationale applied against claim 1 above, 
j. Referring to claim 12: 

1. This claim has limitations that is similar to those of claim 1, 
thus it is rejected with the same rationale applied against claim 1 above. 

k. Referring to claim 13: 

i. This claim has limitations that is similar to those of claim 6, 
thus it is rejected with the same rationale applied against claim 6 above. 
I. Referring to claim 1 8: 

1. Yamauchi further teaches: 

(1) wherein said step of said source device receiving an 
information packet having a copy protection mode includes the step of said source 
device translating said information packet having encoded CCI information to extract 
said copy protection mode [I.e., accordingly. In order to protect AV data at a high 
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security level, the information processing apparatus of Example 2 is provided 
with components which encrypt and decrypt data, in addition to the mutual 
authentication between the data transmitting device and the data receiving 
device. With this configuration, since AV data has been encrypted, the copyright 
protection of AV data is ensured even if AV data on the I/O bus 122 is extracted 
by the controller 128 due to an erroneous operation (column 25, lines 57-65)]. 

Conclusion 

8. The prior art made of record and not relied upon is considered pertinent to 
applicant's disclosure. 

a. Park (US 5, 761, 302) discloses a copy prevention method and 
apparatus for a digital video system is disclosed including the steps of: (a) adding a 
header area of a header start code and key field to a reproduced bit stream; (b) 
decrypting and transmitting the bit stream to which the header area is added; (c) 
detecting a key field of the decrypted and transmitted bit stream and detecting copy 
prevention information; and (d) encrypting the bit stream according to information 
detected form step (c) and recording it on tape (see abstract). 



used to encrypt information units conveyed by cells that are broadcast from an optical 
broadcast node to network units by a passive optical network. Each cell conveys at 
least one information unit and each information unit is addressed to a respective 
subscriber terminal. The device includes an encryption system that receives in clear at 

— least one key from at least one decryption device located in-a network- unit- Applications 

include ATM telecommunication networks (see abstract). 

c. Komuro et al (US 6, 223, 285) discloses a method and system for 
transferring information using an encryption mode indicator (EMI). The present 
invention provides several secure information communication modes in which data 
(e.g., representing an audio/visual work) can be transmitted from a source device to a 
sink device (receiving station) in a number of secure modes (see abstract). 

d. Kato et al (US 6, 618, 549) discloses an information processing 
apparatus comprises an extracting circuit for extracting main information including first 



b. 



Mionet et al (US 5, 920, 627) discloses an encryption device can be 
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copy control information and auxiliary information representing attributes of the main 
information from input information; a first generating circuit for generating second copy 
control information based on the auxiliary information extracted by the extracting circuit; 
and an adding circuit for adding the second copy control information generated by the 
first generating circuit to the main information extracted by the extracting circuit (see 
abstract). 
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